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Solidity code

contract MyToken {
/* This creates an array with all balances */
Storage { mapping (address => uint256) public balanceOf;
/* Initializes contract with initial supply tokens to the creator of the contract x/
~  function MyToken( uint256 initialSupply ) public {
/* (or constructor ( uint256 initialSupply ) public { ) */
Constructor { balanceOf[msg.sender] = initialSupply; // Give the creator all initial tokens

}

/* Send coins x/

" function transfer(address _to, uint256 _value) public {
require(balanceOf[msg.sender] >= _value); // Check if the sender has enough
Function require(balanceOf[_to] + _value >= balanceOf[_to]); // Check for overflows
(Public) '< balanceOf[msg.sender] -= _value; // Subtract from the sender
balanceOf[_to] += _value; // Add the same to the recipient
L}
/* Fallback x/
Fallback function () payable {
function

}
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linked Byzantine public

timestamping, digital proof fault keys as smart
A - P - verifiable logs cash of work tolerance identities contracts
cademic Pedigree
g Tree [33] Ecash[01 | pyzantine anonymous
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[9]
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security wlo

identification
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Stornetta [5]
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Haber & mint [44]
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Stornetta [23] v y
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Nakamoto consensus

from “Bitcoin’s academic pedigree” Narayanan et al.




Smart contracts - category
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from “an empirical analysis of smart contracts” Bartoletti et al.




Smart contract lifecycle

Solidity ——>  Compiler
: EVM
Vyper — >  Compiler —» Bytecode
L
LLL > Compiler
 Deployment |
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_____________
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=
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Ethereum Virtual Machine

_.--> EVM Bytecode
EOA
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Design Goal

—— Smart contract= et execution model —— Redundantly parallel

> Turing complete!

Simplicity
Space efficiency
Determinism?
Specialization

Security

> GAS




Ethereum Virtual Machine

___.--> Ethereum Smart Contract —— Called by TX

EOA p
S A | — Internal balance
& ’ Tx IEo A Internal contract state
. Deploy C ]
i i — Permanent storage
i \Tx ‘ ~ “Immutable!”
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EVM internals - GAS

execution

add

mu Ll
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pop
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EVM assembly code

PUSH 0

DUP1

PUSH 100

EXP

DUPZ2

SLOAD

DUPZ2

PUSH FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
MUL

NOT

AND

SWAP1

DUP4

PUSH FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
AND

MUL

OR

SWAP1

SSTORE

POP




EVM internals - data

Data
(Var)

No
registers!

Stack

push / pop / dup / swap / ..

Memory

mstore / mload

— Volatile,

Byte addressing

Storage

sstore / sload

Permanant (expensive!)
>

Map: 256 bit -> 256 bit




EVM internals - data

Arithmetic

Logical

System

call

add / mul / div / sub / ..

and / not / ..

log / codecopy / ..

External call (fixed / precompiled)




EVM Instructions - “Yellow paper”

(pop) (push)

In out
Value Mnemonic 0 « Description
0x00 STOP 0 O Halts execution.
stack
0x01 ADD 2 1 Addition operation.
0] = 0+ pt) —
0x02 MUL 2 1 Multiplication operation.

1s[0] = pg[0] X pag [1]

0x51 MLOAD 1 1 Load word from memory.
1s[0] = py [1[0] - - . (g [0] + 31)]
pi = max (g, [(pg[0] + 32) + 321)

0x54 SLOAD 1 1 Load word from storage.
15[0] = o[1a]s[p[0]]

l: Machine state
O: World state

ADD

IL'[0] : a+b

W] = c




Execution model

Eth
h Info.
to (C:”aC;t:ta) value gasLimit
/init (Callvalue) | | gasPrice é l
_ e —
\ / Execution environment stack
- memory
Transaction
Smart qas
/ \ Contract
pPC

nonce VIS

balance storage code
hash hash




Function call handling

Function callZ} fall back

Fallback
AT A function
calldata ( —— > ( — > ()
_function function payable?
" signature signature (callvalue)
sha3 ( l
arg type func2

)[0:4]




EVM internals - control

Basic
block

STOP / REVERT / INVALID
/ RETURN / SELFDESTRUCT

|

(JUMPDEST)

JUMP / JUMPI
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Smart contractE AHMsIC|= 712,

I want you to write a program that has to run in a concurrent
environment under Byzantine circumstances where any
adversary can invoke your program with any arguments of their
choosing. The environment in which your program executes (and
hence any direct or indirect environmental dependencies) is also
under adversary control. If you make a exploitable mistake
or oversight in the implementation, or even in the logical design
of the program, then either you personally or perhaps the users
of your program could lose a substantial amount of money.
Where your program will run, there is no legal recourse if things
go wrong. Oh, and once you release the first version of your
program, you can never change it.

from blog.acolyer.org




loE? o
(2)
3)
4)
)
(6)
(7)
8)
9)
9)
(10)

contract Wallet {
mapplng (address => uint) private userBalances;
—» function withdrawBalance () {
ulint amountToWithdraw = userBalances[msg.sender];
if (amountToWithdraw > 0) {
msg.sender.call (userBalances[msg.sender]); ——
userBalances [msg.sender] = 0;

}
}

(1)
2)
3)
4)
)
(6)

contract AttackerContract {
function () { =
Wallet wallet;

wallet.withdrawBalance () ;

}
} Re-

entrancy

from “ZEUS: Analyzing Safety of Smart Contracts” Kalra et al.




Smart contract F|2FA

A - prodigal SC

- suicidal SC

- greedy SC

- posthumous SC

Logic
error
- DoS (w/ deadlock)

- unprotected functions

- reentrancy

- short address

20183 9¢&
7|E

94% 0|4t

- inconsistent view

Undefined

behaviors - force transfer

- integer overflow

- DoS (w/ GAS)

- front running

EVM-level

- block state dep.
(randomness)

1)
2)
3
C))

from “ZEUS: Analyzing Safety of Smart Contracts” Kalra et al.

Unchecked

send

if (gameHasEnded && !prizePaidout) {
winner.send (1000); // send a prize to the winner
prizePaidOut = True;

}

(1)

(2)
3
C))
C))
(6)

while (balance >
persons [payoutCursor Id ].deposit/100x115) {
payout = persons[payoutCursor Id ].deposit/100%115;
persons [payoutCursor Id].EtherAddress.send (payout);
balance —-= payout;
payoutCursor Id ++;

1)
(2)
3)

Incorrect ™
logic

N’

uint payout = balance/participants.length;
for (var 1 = 0; 1 < participants.length; i++)
participants[i] .send (payout) ;

+

Integer
overflow

The Ethernaut:
https://ethernaut.zeppelin.solutions
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modifier onlyFromWallet A
require(msg.sender !'= walletAddress);

—




CVE-2018-14576

function mintTokens(address _to, uint256 _amount) {
if (msg.sender != icoContractAddress) throw;

if (restrictedAddresses[ to]) throw;
if (balances[ to] + _amount < balances[ to]) throw;

balances|[ _to] += _amount;
supply += _amount;

Mint(_to, _amount);
Transfer(0x0, _to, _amount);




CVE-2018-14084

function sell(uint256 amount) public {
require(this.balance >= amount * sellPrice);
_transfer(msg.sender, this, amount);
msg.sender.transfer(amount * sellPrice);

function transfer(address _to, uint256 _value) public {
_transfer(msg.sender, _to, _value);
}




CVE-2018-10705

unlockToken() onlyOwner {
locked = false;

}

bool balancesUploaded = false;
uploadBalances(address[] recipients, uint256[] balances) onlyOwner {
( 'balancesUploaded);
uint256 sum 0;
(uint256 i = @; i < recipients.length; i++) {

balanceOf [recipients[i]l] = safeAdd(balanceOf[recipients([il], balances[i]);
sum - safeAdd(sum, balances[i]);

}

balanceOf [owner] = safeSub(balanceOf[owner], sum);

lockBalances() onlyOwner {
balancesUploaded = true;

Owned {
address owner;
Owned() {
owner = msg.sender;

}

setOwner(address owner)
_owner;
true;

onlyOwner {
(msg.sender owner) ;

. AURA SafeMath, Owned {
(https://blog.peckshield.com/2018/05/03/ownerAnyone/)

(bool success) {




Randomness?

function StartGame(uint256 _number) public payable

{

if(msg.value >=

{

minBet && _number <= 10)

GameHistory gameHistory;
gameHistory.player = msg.sender;
gameHistory.number = _number;
log.push(gameHistory);

if (_number randomNumber)

{
}

msg.sender.transfer(this.balance);

randomNumber = uint256( keccak256(now)
prizeFund = this.balance;

(Contract: )

contract NumberLottery
{
uint256 private randomNumber
= uint256( keccak256(now)
uint256 public prizeFund;
uint256 public minBet = 0.1 ether;
address owner = msg.sender;

struct GameHistory
{
address player;
uint256 number;

) % 10 + 1;

) % 10

+ 1;




Fairness?

# '0x69f30401' for function 'bid(address,uint256[]1,uint256[]1)"

for(uint i = 0 ; i < NO_OF_SEATS_BID; i++)+ sig = "69f30401"
// Only 1-14 for sale
assert( 0 < seats[i] && seats[i] < 15); args = [ sig, #method
—_ - - . ""00000000000000000000000000000000000000000000000000000000cafebabe', #bidder
var SeatNumber - Ulnt8 ( seats [l] ) ! ""0000000000000000000000000000000000000000000000000000000000000060", #datapart_1_param

"00000000000000000000000000000000000000000000000000000000000000A0", #datapart 2 param
. . . "FQ00000000000000000000000000000000000000000000000000000000000001", #len_of array 1
var valueBid = bids[il]; "0000000000000000000000000000000000000000000000000000000000000003", #seat 3 #array 1
"FQ00000000000000000000000000000000000000000000000000000000000001", #len_of array 2
"0000000000000000000000000000000000000000000000000de0b6b3a7640000", # 1 ether #array 2

var existingSeat = table[seatNumber]; Yata - " join(args)
// Min 1increase 1 ether
if (existingSeat.cost + 1 ether <= valueBid){

//Bidder takes the seat

existingSeat.owner = bidder;

existingSeat.cost = valueBid,;

}

// else, money lost — medieval rules here
+
//Register how much the creator should have
creator_balance += 100 x bids. length;
// ALl money is stored in this contract until payout time
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Problem shapes
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Problem shapes

Pain
A
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» Time
Pain
A
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Pain
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(http://matt.might.net/articles/problem-shapes/)




Science vs. Engineering
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“Symbolic execution”

“Formal verification”
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Code review (audit)

-+

Linter (static analysis)

-+

Reversing?

L Start to compile Auto compile

browser/ballot.sol:FactoryToken 3 Details Public

Static Analysis raised 10 warning(s) that requirét

browser/ballot.sol:8:5: Warning: No visibility spX
function totalSupply() constant returns (uint

browser/ballot.sol:12:5: Warning: No visibility
function balanceOf(address _owner) constant i

-

browser/ballot.sol:16:5: Warning: No visibility
function transfer(address _to, uint256 _valuc

browser/ballot.sol:25:5: Warning: No visibility X
function transferFrom(address _from, address

browser/ballot.sol:31:5: Warning: Mo visibility ¢
function approve(address _spender, uint256

browser/ballot.sol:36:5: Warning: No visibility X
function allowance(address _owner, address ¢

browser/ballot.sol:47:5: Warning: No visibility &
function transfer(address _to, uint256 _wvalue

Spanning multiple lines.

numberOfMonarchs() :

00000277 CALLVALUE {var_20_5}
00000278 DUP1
00000279 ISZERO
0000027a PUSH2 #282 {var_60}
0000027d JUMPI {var_40_1}

{var_20_5} {var_40}
{var_40_1} {var_40}

[ —

0000
0000
0000
0000
0000

0282 JUMPDEST

0283 POP {var_20_5}
0284 PUSH2 #28b {var_20}
0287 PUSH2 #b34 {var_40_3}
028a JUMP

00000b34 JUMP
00000b35 PUSH
00000b37 PUSH
00000b39 DUP1
00000b3a SLOA|
00000b3b  SWAP
00000b3c  POP
00000b3d SWAP
00000b3e POP
00000b3f SWAP
00000b40  JUMP

DEST

1 #0 {var_40_10}

1 #6 {var_60_7}
{var_80_2}

D {var_80_3}

1 {var_80_3} {var_60_8} {var_80_4}

1 {var_60_8} {var_40_11} {var_60_9}

1 {var_40_11} {var_20_4} {var_40_12}

\

v

0000027e PUSH1
00000280 DUP1
00000281 REVERT

#0 {var_40_2}
{var_60_1}

0000028b
0000028c
0000028e
0000028
00000290
00000291
00000292
00000293
00000295
00000296
00000297
00000298
00000299
0000029b
0000029c
0000029d
0000029e
0000029f
00000220

JUMPDEST
PUSH1
MLOAD
DUP1
DUP3
DUP2
MSTORE
PUSH1
ADD
SWAP2
POP
POP
PUSH1
MLOAD
DUP1
SWAP2
SuB
SWAP1
RETURN

#40 {var_40_4}
{var_40_5}

{var_40_5} {var_60_2}
{var_20_4} {var_80}
{var_60_2} {var_a0}
{var_a0} {var_80}

#20 {var_80_1}
{var_60_2} {var_60_3}
{var_20_4} {var_60_3}
{var_60_4}

{var_40_5}

#40 {var_40_6}

{var_40_T7}
{var_40_7} {var_60_5}
{var_20_1} {var_60_5}
{var_60_6} {var_40_7}
{var_20_2} {var_40_8}

{var_20_1} {var_60_4}

{var_20_2} {var_60_6}
{var_40_8}
{var_20_3} {var_40_9}




EVM
Bytecode

] Control
Dis-
> Flow >
assemble
Recovery
Linear sweep / Heuristics / PUSH1 01 v3 = 01402
Recursive traversal Concrete execution / PUSH1 02
Abstract int tati
interpretation ADD vl = 01
0: \722 = C)Z

O: 34 CALLVALUE
1:
3: 57 JUMPI

60 PUSH1 0d

!

!

QY 0 oY

: 60 PUSH1 O0b
: 60 PUSH1 00
: 60 PUSH1 17
: 56 JUMP

d:
d:
e:
10:
12:
14:

!

5b JUMPDEST
60 PUSH1 15
60 PUSH1 ff
60 PUSH1 17
56 JUMP

!

17:

17:
18:
19:

5b JUMPDEST

50 POP
56 JUMP

4

b:

b:

5b JUMPDEST

15:
15:

5b JUMPDEST

vy = vl + v2

- Stack code?| &S explicitohA|

H7| 2|50 A =ICt.

EHE'l I:IH’cl J_E5|0Hk| E|E§
ZEtSE syntax 2 A Q| St
HI™M O 2= 3 address code O|X|2F
Z 0| 2} nestingS M8 4= AULL
(Multi-level IR)
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Vulnerabilities Scanners

Symbolic Execution

State Path

| (Variables) predicate

e.g., Oyente
y Mythril
Manticore

ZeUS (Symbolic model checking)

Vuln.
Patterns

oein 2a|go] 9l
[}

SUB
e.g.,
Interger <
over/underflow
ADD/

MUL

Solver SAT?
UNSAT?
A | (OP1) < (OP2)

(OP1) + (OP2) > 252 -1




Bug Type

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Benchmark

minimal

QO
o
[o}

=
c

multi-tx 1

multi-tx 2

multi-tx 3

storage inv

symbolic
storage 1

symbolic
storage 2

attribute store

mapping
string_key

fixed storage
packing

bytes

MythrilPip

0.17.12

True Positive

True Positive

True Positive

True Negative

True Negative

False Positive

True Positive

False Positive

True Positive

False Positive

True Positive

True Negative

False Positive

False Positive

True Negative

ManticoreGit

2018-05-18 18:01:09

True Positive

True Positive

True Positive

True Negative

False Positive

Unsupported

False Negative

Unsupported

False Negative

True Negative

True Positive

True Negative

Analysis Failed

Analysis Failed

True Negative

OyentePip
0.2.7

False Negative

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

https://consensys.net/diligence/evm-analyzer-benchmark-suite/

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Integer Overflow

Callback Effect-
Free

Callback Effect-
Free

Callback Effect-
Free

Assertion

Assertion

Assertion

Assertion

Assertion

Assertion
Eth Tx-Order

Dependence

Eth Tx-Order
Dependence

Eth Tx-Order
Dependence

Eth Tx-Order
Dependence

parameter

static array

mapping
structs 1

mapping
structs 2

3

apping_static
rr

Y]

dynamic array,

[oX
QO
(o]

dao fixed

effect-free

minimal

constructor

symbolic

require

multi tx 1

multi tx 2

minimal 1

minimal 2

multi tx 1

puzzle

False Positive

True Negative

True Negative

True Negative

True Negative

True Negative

False Positive

True Positive

False Positive

False Positive

True Positive

False Negative

True Positive

True Negative

False Positive

Unsupported

True Positive

False Positive

False Positive

True Positive

Analysis Failed

True Negative

True Negative

True Negative

False Positive

True Negative

True Negative

False Negative

Unsupported

Unsupported

True Positive

Analysis Failed

True Positive

True Negative

Analysis Failed

Analysis Failed

False Negative

Unsupported

Unsupported

Analysis Failed

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

Unsupported

True Positive

True Negative

True Negative

True Positive

False Negative

True Positive

True Negative

False Positive

Unsupported

True Positive

True Negative

False Positive

True Positive




Automatic Exploit Generation
e.g., tekther

<[Direct value transfer

Symbolic Execution Control hijacking

Solver
(mod.)

State Path A Vuln. Exploit
Patterns A Constraints

T (Variables) predicate

Path stitching

Q 2U=9| Harvard ArchitectureOf| A

y Exploit 8tCf= A2 21T
(Payload= F212171?)




Transformation

+ Pattern/Policy

Source
Code
(Solidity)

LLVM

Bitcode

LLVM
Model

checker

Vulin.
Pattern

ZEUS

00: push 0x04 MustFollow(L2, L1)

[]
]
: 00: 60 04 02: dataload L1 a = 0x04 varTag(a, const) L1 a = 0x04
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New Programming Languages

(From Vitalik Buterin’s tweet)

“Mainstream 210{= Agl6tX| &ZLCtL” —— Things contracts require that regular code does not:

voi:U?gd{git?nieiazzEgzﬁgﬁairrr]\s(pize)r; account name to, uint64 t q ) { * Vel’y Sma” COde S|Ze
itr == .end :
Sl o) i o 1 ETENE * Much higher focus on safety
: = to; . . iy
})_Z.EZ?Eﬁce - * Much higher focus on auditability
} else { | | (misleading code very bad)
_accounts.modify( toitr, 0, [&]( auto& a ) { * . .
a.balance += g ) | Perfect determinism
eosio assert( a.balance >= q, );
};
}

}

void transfer( account name from, account name to, uint64 t quantity ) {
require auth( from );

const auto& fromacnt = accounts.get( from );
eosio assert( fromacnt.balance >= quantity, )
_accounts.modify( fromacnt, from, [&]( auto& a ){ a.balance -= quantity; } );
add balance( from, to, quantity ); BambOO, Babbage, qul.“dlty,
} L}
—_— Michelson, OWL, Plutus
@public - . P
transfer( to : address, value : uint256(wei)) -> bool: RhOIang, SCllla, Slmp“Clty
_sender: address = msg.sender . . .
# Make sure sufficient funds are present implicitly through overflow protection
self.balances[ sender] = self.balances[ sender] - value SOIIdIty’ TypeCOIn’ Vyper

3elf.balances[ to] = self.balances[ to] + value
# Fire transfer event
log.Transfer( sender, to, value)

True




Crypto-economic Solution
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Updating smart contracts
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