Total Value Locked (USD) in DeFi

TVL (USD) | ETH | BTC All | 1Year | 90 Day | 30 Day
$100B
$80B
DeFi2l H¢
$40B
2021-05-20
$20B
$0
Jun Aug Oct Dec Feb Apr
Y 1. Maker Ethereum Lending $14.30B 7.27%
e
v . _ =0
o 2. Aave Ethereum Lending $11.08B 0.97% O‘ o H
6 3 Compound Ethereum Lending $11.05B 6.91%
4. Uniswap Ethereum DEXes $7.90B 4.58%
5. Curve Finance Ethereum DEXes $7.82B 6.00%
6. SushiSwap Ethereum DEXes $5.47B 2.06%

(2021-05-09, DeFi Pulse 7|&)
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EasyFi - REKT Unaudited
$59,000,000 | 19 Apr 2021

Uranium Finance - REKT Unaudited
$57,200,000 | 28 Apr 2021

Kucoin - REKT Internal audit
$45,000,000 | 29 Sep 2020

. Alpha Finance - REKT Quantstamp, Peckshield

$37,500,000 | 13 Feb 2021

Meerkat Finance - BSC - REKT Unaudited
$32,000, 000 | 04 Mar 2021

Spartan Protocol - REKT Certik
$30,500,000 | 02 May 2021

Paid Network - REKT Unaudited
§$27,000,000 | 05 Mar 2021

Harvest Finance - REKT Haechi, Peckshield
$25,000,000 | 26 Oct 2020

Pickle Finance - REKT MixBytes, Haechi
$19,7600,000 | 22 Nov 2020

Rari Capital - REKT Unaudited
$15,000,000 | 8 May 2021

Furucombo - REKT Haechi
$14,000, 000 | 27 Feb 2021

12,

13.

14.

16.

17.

18.

19.

29,

27,

22 .

Compounder Finance - REKT Solidity Finance
$12,000,000 | 02 Dec 2020

Value DeFi - REKT 3 Unaudited
$11,000,000 | 7 May 2021

Yearn - REKT Unaudited
$11,000,000 | 05 Feb 2021

. Value DeFi - REKT 2 Unaudited

$10,000,000 | 5 May 2021

Cover - REKT Arcadia Group
$9,400,000 | 29 Dec 2020

Hack Epidemic (Origin Protocol - REKT) Unaudited
$8,000,000 | 17 Nov 2020

Warp Finance - REKT Hacken
$7,800,000 | 18 Dec 2020

Value DeFi - REKT Peckshield
§7,000,000 | 14 Nov 2020

Roll - REKT Unaudited
$5,700,000 | 14 Mar 2021

Rekt
Leaderboard

DODO - REKT Unaudited
$2,000,000 | 99 Mar 2021

Akropolis - REKT CertiK, SmartDec
$2,000,000 | 12 Nov 2020
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Money Lego - Composability
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Money lego = security model lego

function withdraw(
address underlying,
address tokenX
) public {
uint256 underlyingAmount = IERL20(undeflying).bal@nceOf(ad@iress(this));

tokenX.transfer(msg.sender, uhderlygtngAmount);

(L 5L SeI5iA ) 20| AR =X 2 ELICE

OlO}E balances return?
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Flashloan= O| &%l (oracle) AIM| =%

3: Hoard

1: Flashloan
Borrow

2: Pump

-2 kyber
&) bZx

5: Flashloan
Repay

2: Collateralized
Borrow

work

e X

1. Deposit collateral and take 7,500ETH flash loan on bZx
2. Convert 3518 ETH to sUSD using Synthetix
3.Use 900 ETH to manipulate the sUSD price to 2.5$ on Kyber

4. Deposit sUSD to bZx as collateral to borrow more ETH

5. Thanks to DeFi protocols pricing sUSD at $2.5, bZx will think the
3,518 ETH you spent on sUSD is actually worth 8,795 ETH.
So the protocol will think it is safe to lend you 6,796 ETH, for
something you bought only 3,518 ETH

Uniswap

6. Use your new loan and left-overs from your original balance to pay
back the initial 7,500 ETH, take back your collateral and enjoy 2,379
ETH in gross profit

Total value locked in bZx dropped from $19.06M to $12.33M.

d¥p
Eﬁ 2,379 ETH

%7500 ETH
$3,518 ETH

¥ 900 ETH

= 3,083 ETH

%6,796 ETH
=9,879 ETH

¢ 7500 ETH
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uint balance;

uint balancel;

{ // scope for _token{0,1}, avoids stack too deep errors
address _token@ = token®;

address _tokenl = tokenl;

uint balance;

uint balancel;

{ // scope for _token{0,1}, avoids stack too deep errors
address _token@ = token0;

address _tokenl = tokenl;

O 00

A
S (L

require(to != _token@ && to != _tokenl, 'UraniumSwap: INVALID_TO'); 1 require(to != _token® && to != _tokenl, 'UniswapV2: INVALID_TO');

if (amount@Out > @) _safeTransfer(_token®, to, amount@Out); // optimistically tr 12 if (amount@Out > @) _safeTransfer(_token®, to, amount@Out); // optimistically tr
ansfer tokens ansfer tokens

if (amountlOut > @) _safeTransfer(_tokenl, to, amountlOut); // optimistically tr 13 if (amountlOut > @) _safeTransfer(_tokenl, to, amountlOut); // optimistically tr
ansfer tokens ansfer tokens

if (data.length > @) IUraniumCallee(to).pancakeCall(msg.sender, amount@Out, amou 14 if (data.length > @) IUniswapV2Callee(to).uniswapV2Call(msg.sender, amount@Out,
ntl0ut, data); amountlOut, data);

balance® = IERC20(_token®).balanceOf(address(this)); 15 balance® = IERC20(_token®).balanceOf(address(this));

balancel = IERC20(_tokenl).balanceOf(address(this)); 16 balancel = IERC20(_tokenl).balanceOf(address(this));

} 17 }

uint amount@In = balance® > _reserve@ - amount@Out ? balance@® - (_reserve@ - amo 18 uint amount@In = balance® > _reserve@ - amount@Out ? balance@ - (_reserve@ - amo
unt@Out) : 0; unt@Out) : 0;

uint amountlIn = balancel > _reservel - amountlOut ? balancel - (_reservel - amo 19 uint amountlIn = balancel > _reservel - amountlOut ? balancel - (_reservel - amo
untlOut) : 0; untlOut) : 0;

require(amount@In > @ || amountlIn > @, 'UraniumSwap: INSUFFICIENT_INPUT_AMOUN 0 require(amount@In > @ || amountlIn > @, 'UniswapV2: INSUFFICIENT_INPUT_AMOUNT');
T');

{ // scope for reserve{@,1}Adjusted, avoids stack too deep errors 21 { // scope for reserve{@,1}Adjusted, avoids stack too deep errors

uint balance@Adjusted = balance@.mul(10000).sub(amount@In.mul(16)); 22 uint balance@Adjusted = balance@.mul(1000).sub(amount@In.mul(3));

uint balancelAdjusted = balancel.mul(10000).sub(amountlIn.mul(16)); 23 uint balancelAdjusted = balancel.mul(1000).sub(amountlIn.mul(3));

require(balance@Adjusted.mul(balancelAdjusted) >= uint(_reserve@).mul(_reserve 24 require(balance@Adjusted.mul(balancelAdjusted) >= uint(_reserve@).mul(_reserve
1) .mul(1000%*2), 'UraniumSwap: K'); 1).mul(1000%%x2), 'UniswapV2: K');

} 25 }

26
_update(balance®, balancel, _reserve@, _reservel); 27 _update(balance®, balancel, _reserve@d, _reservel);
emit Swap(msg.sender, amount@In, amountlIn, amount@Out, amountlOut, to); 28 emit Swap(msg.sender, amount@In, amountlIn, amount@Out, amountlOut, to);
} 29 }

HL Z0| original code &7/1R?
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“Dark forest” - MEV / Flash bot
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